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I numbered (5.1.8)

R1(config)# access-list 10 deny 192.168.10.0 0.0.0.255
R1(config)# access-list 10 permit any

R1(config)# interface go/2

R1(config-if)# ip access-group 10 out

! named (5.1.9) — same thing, readable
R1(config)# ip access-list standard BLOCK_10
R1(config-std-nacl)# deny 192.168.10.0 0.0.0.255
R1(config-std-nacl)# permit any

R1(config)# interface go/2

R1(config-if)# ip access-group BLOCK_ 10 out

R1# show access-lists
Standard IP access list BLOCK_10
10 deny 192.168.10.0, wildcard bits 0.0.0.255 (8 matches) <- proof

20 permit any (42 matches)
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1 5.4.12: block FTP and ICMP from LAN to server, allow the rest

R1(config)# access-list 101 deny tcp 172.22.34.64 0.0.0.31 host 172.22.34.62 eq ftp
R1(config)# access-list 101 deny icmp 172.22.34.64 0.0.0.31 host 172.22.34.62
R1(config)# access-list 101 permit ip any any

R1(config)# interface go/@

R1(config-if)# ip access-group 101 in <- near the SOURCE

test: ping server -> fails (icmp denied)
ftp server -> fails

http server -> works (permit ip any any)

2PN 2Np in - 9I02 permit ip any any - <019 eq - - tcp/udp/icmp
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R1(config)# access-1list 20 deny 10.0.0.0 0.0.0.255 <- and nothing else

R1(config-if)# ip access-group 20 in
-> EVERYTHING from that interface is blocked (implicit deny any)
R1(config)# access-list 20 permit any <- fixed

order matters:
access-list 30 permit any

access-1list 30 deny 10.0.0.0 0.0.0.255 <- never reached: permit any caught everything
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.any eq 53 permit udp 192.168.20.0 0.0.0.255 : DNS .2

.any eq 67 permit udp 192.168.20.0 0.0.0.255 : DHCP .3

.(D'YIN ON 443-1) any eq 890 deny tcp 192.168.20.0 0.0.0.255 : WEB 4

.permit ip any any ANWN .5
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